Cyber Defense
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Cyber Attack Lab

* Lets go back and do Part1!



Cyber Attack Lab Debrief

* Thoughts... lessons learned...

exploit a remote
service (smb)

or

exploit a remote
service (rpc)

or
reuse of password
(admin password
password guessing hash stolen from
wksta and cracked)

local exploit of a program (staprun)
that runs with elevated privileges

* Please turn in completed lab worksheets.



Learning Targets

Describe the principles of Defensive Cyber Operations
(DCO).

Describe best practices of Defensive Cyber Operations
(DCO).

Explain what a zero-day vulnerability is.

Explain what and how principles and best practices can

be used to mitigate risks of Offensive Cyber Operations
(0OCO).



GENERAL PRINCIPLES



General Principles

* Least Privileges
e Defense in Depth
* Vigilance



Least Privilege

* Give users and programs the privileges and access
they need, and no more
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Defense in Depth

* Provide multiple layers of defense
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Defense in Depth -
Really the best approach...?

Sony — Partial loss of $ 343,750,000 for 1 month of lost services alone. There are currently 55 Lawsuits
so far in the U.S. as well as the damage to reputation and brand.

RSA — According to a report in The Washington Post, the cost of the RSA hack which compromised the
security of RSA's SecurlD products was $66 million.

IMF — The New York Times recently reported "highly confidential information about the fiscal
condition of many nations" contain "political dynamite" that could affect global markets...”

Citigroup — “Citigroup has been forced to reveal that a recent hack of its network exposed the
financial data of more than 360,000 customers”

ManTech — “...the members (Anonymous) posted a 390 MB download that appeared to contain
reports related to NATO, the US Army and personnel files.”

U.S. Military’s Predator Drones — the response to the persistent key logger on the armed drones was
"We keep wiping it off, and it keeps coming back," a source told the technology magazine. "We think
it's benign. But we just don't know." (The Australian, 2011)

Uber, Target, OPM, Lockheed Martin, etc, etc, etc...



"There are only two types of companies:
those that have been hacked

and those




Vigilance

* Maintain awareness of activity on systems
— Review log files
— Deploy intrusion detection/prevention systems
— SIEM

* security information and event management



BEST PRACTICES



Best Practices

 Remove unnecessary accounts and services
— Remove unnecessary services
— Remove old accounts

 Use a demilitarized zone
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Best Practices

Sandbox Services

— Run services in a protected environment
Minimize what executes with elevated privileges
— Processes that run as Administrator

— People with Administrator/root

Keep and monitor logs

Monitor inbound and outbound traffic

— Source/destination

— Volume

Keep Systems Patched



Zero-Days

* The period of time from when a vulnerability is
known, and when a patch for that vulnerability is
available.

* A zero-day is a vulnerability that attackers can
exploit, but no patch exists to correct the
vulnerability.

* Since, no patch exists for a zero-day, keeping
systems patched will not mitigate the risk of zero-
day exploits.



DEFENSE TECHNIQUES



Defense Against

Denial of Service Attacks

* Bock IP address generating traffic

* Add more servers and or bandwidth
— Geographic separation



Defense Against

Remote Exploitation

* Keep software up to date (patch)
e Disable unnecessary services

e Use firewalls, DMZ’s, and NAT

* Use host based firewalls



Defense Against

Password Guessing
e Use strong passwords
— Long
— Drawn from a large character set
— Unusual
— Not a dictionary word
 Don’t reuse passwords
* Change default passwords



Defense Against

Privilege Escalation
* Prevent password cracking
— Secure the password file
— Require strong passwords
— Store only hashes
* Local Exploitation
— Patch software
— Minimize process privilege
— Eliminate unnecessary software



Learning Targets

Describe the principles of Defensive Cyber Operations
(DCO).

Describe best practices of Defensive Cyber Operations
(DCO).

Explain what a zero-day vulnerability is.

Explain what and how principles and best practices can

be used to mitigate risks of Offensive Cyber Operations
(0OCO).



Resources

IAD’s Top 10 Information Assurance

Mitigation Strateg:es

Fundamentsl aspects of network security involve profection and detection measures can be grouped in four mitigation
poal areas. These four mitigation goal areas target oritical steps in the intrusion life cycle — creating a technical layered
defense approach that supports the abilil)' to Tight Ihrough' a confested cyber environment:

B - Device Integrity — and dewi Dievices often represent the attack
surface area or the persistent Iving-space for the advanned persistent threat (APT).

B - Damage Containment — when intrusions occur, imiting losses of information, systems, and mission
capabiliies.

» Defense of Accounts — protecting credentials from misuse and enabling trusted authentication and sccess.
= Secure and Available Transport — maintaining the privacy and relisbility of dats communications.

These goal aress will support current and future cyber defense efforts, helping to set priorities, and contributing to
the desired end-state of denying adversares the sbiity to operate on our networks and impact our missions. Efforts
that can be implementsd now are isted below as [AD's Top Mitigations with goal areas indicated in the left margin.
By blocking critical points in the attack life cycle, these mitigations are effective against entire classes of attacks,
including new unknown variants.

] 1. Applicati i is @ proactive security technigue that allows a limited s=t
of sppraved programs to run, whlle all ather programs and most makwars are blocked from running by default.
enables only the nat the users, to decide which programs are allowed

o run.

2. Control Admini ive Privil : Privilege is the act of exploiting 2 bug, design flaw. or
configuration owersight in an operating system or software application to gain elevated access o resources

L that are restricted from normal users. Netwark owners should anly grant Administrator privileges when
absolutely necessary and should take steps to ensure Administrator sccounts are not exposed fo the intemet
and other sources of increased risk. More robust protections can be achieved through the use of two-factor
authentications for administrators and other privileged sccounts.

| 3. Limit ion-to- ion C I : Pass-the-Hash (FtH) is a hacking technigue that
allows an attscker to authenticate to & remote system by using the undedying hash of 3 user's paszword
rather than having to know the sctual password izelf. Hackers generally use hashes from the current maching
to springbaard to other machines, grabbing higher privileped credentials as they progress. A range of secunty
measures ars required to fulty mmgahe all the faoe!s of Fass-the-Hash. One scalable and highly effsctive
mitigation involves limiting 1 ication, thereby thwarting an attacker's ability to
lzverage PtH to move lsterally within the network.

B 4 UseAnti-Virus File Reputation Services: Most of today’s host security products augment their product's
core host controls with intelligence from cloud-hosted threat databases. In order to gain the most complete
threat picture, organizations nead to leverage these threat intellipence clouds.

Confidence in Cyberspace
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SANS Critical Security Controls

https://www.iad.gov/iad/index.cfm
https://www.sans.org/media/critical-security-controls/Poster_Fall_2014_CSCs_WEB.PDF



Questions?

 Cyber Defense BB HW due 07:45 Monday

 Read Cyber Domain Case Studies Material
— Be prepared to discuss on Monday



