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Please turn in completed Blue / Gold Cyber 

Recon Worksheets…



Learning Targets

• Explain what malware is.

• Describe different types of malware: 

– virus, worm, trojan

• Give an example of malware used in an 

operational context.



Outline
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• Surprise :)



Why is Malware Important?

• It’s everywhere!

• It causes lots of problems

https://www.mcafee.com/us/resources/reports/rp-quarterly-threats-jun-2017.pdf



What is malware?

• Malicious Software

– Violates 1 or more of the five cybersecurity 
pillars [CIANA]

• Common Functions

– Exfiltrate (steal) files

– Delete files

– Hold files for ransom

– Turn system into a zombie

– Install keylogger

– Activate microphone or camera

– Foothold for future attacks          



Malware Types

• Virus

– Infects systems or files

– Can replicate, but requires human interaction

– Mostly unknown to the user

• Worm

– Like a virus, but can self propagate

• Trojan Horse

– Useful software that holds a malicious payload

– Ex. Game that also has a keylogger



Trojan: Scareware

• User visits a website

– Window pops up indicating there are 100 

viruses on the computer

– User downloads and installs advertised anti-

virus program

– Program indicates viruses are removed

– Instead the program has installed malware 

without victim knowledge

– Often botnets are created this way



Viruses and Trojans provide a 

different kind of attack vector… 

• tricking users into letting us in, rather than 

defeating firewalls, authentication, etc.



A BASIC EXAMPLE

Self Replicating Code



The good ‘ol Message Board

• Go to:
– http://rona.academy.usna.edu/~bhawkins/msg3/mb.html

• Create a new account

• Post a simple message

http://rona.academy.usna.edu/~bhawkins/msg3/mb.html


<em id="foo">
I love SY110!
<script type="text/javascript">
if(Math.random()<0.05)
{
document.location="mb.cgi?msg="
+
encodeURIComponent('<em id="foo">' + 

document.getElementById("foo").innerHTML + '</em>');
}
</script>
</em>



CASE STUDIES



Samy Worm

• Attack against MySpace

• Posted “Samy is my hero” to user’s page

– When another user viewed the page it would be 

posted to their own page

• Infected one million users in 20 hours

https://www.cnet.com/news/samy-opens-new-front-in-worm-war/

Samy Kamkar



Duqu

• Infiltration

– Phishing attack with a Word document 

attached

• The Exploit

– Exploited a vulnerability in how Word 

handles fonts

• The consequence

– Installed keylogger and screen capture 

utility

http://www.verizonenterprise.com/DBIR/2015/







Mirai

“More than 900,000 
customers of 
German 
ISP Deutsche 
Telekom (DT) were 
knocked offline this 
week after their 
Internet routers got 
infected by a new 
variant of a 
computer 
worm known as 
Mirai.”

https://krebsonsecurity.com/2016/11/new-mirai-worm-knocks-900k-germans-offline/

• October 21, 2016: BOTNET DDoS against 
DNS infrastructure



Ransomware
Malware that steals, deletes, or encrypts a victims 

files and then requests payment to restore the data.



WannaCry
ransomware cryptoworm

• May 2017  -- targeted computers running the 

Microsoft Windows operating system by 

encrypting data and demanding ransom

payments in the Bitcoin cryptocurrency.

• Affected 16 hospitals in England and Scotland, 

and up to 70,000 devices – including computers, 

MRI scanners, and blood-storage refrigerators 

• 200,000 computers were infected across 150 

countries

– Most affected countries: 

• Russia, Ukraine, India and Taiwan.





Petya

• Ransomware discovered in 2016

• Infects master boot record (MBR) to encrypts 

a hard drive's file system table and prevents 

Windows from booting. 

• Demands user make payment in Bitcoin in 

order to regain access to the system.







Proof of Concept - Pacemaker

https://vimeo.com/187962970

https://vimeo.com/187962970


MALWARE DEFENSE



Malware Defense

• Principle of least privilege

• Be careful when opening E-mail attachments or 

links

• Install anti-virus software, and keep it up to date!

• Disable autorun

• Be careful with USB thumb drives

• Install operating system updates

• Only visit trusted websites

• Report suspicious/abnormal activity

• Backup files

• Turn off system when not in use



Surprise!...

• Go to the webpages that you made for class…

https://rona.academy.usna.edu/~m21xxxx/

https://rona.academy.usna.edu/~m21xxxx/


Learning Targets

• Explain what malware is.

• Describe different types of malware: virus, worm, 

trojan.

• Give an example of malware used in an 

operational context.



Questions?

• Malware BB HW due 07:45 Wednesday


