
Cyber Reconnaisance



Review - Locard’s Exchange 
Principle

• Simply states:
– In the commission of a crime, the perpetrator:

• Leaves something at the crime scene
• Takes away something from the crime scene

– Evidence!
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Review - Metadata

• That information in the file properties is 
metadata or data about data.  It described the 
word document!

• Programs like Word embed this metadata in 
files.
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Violating a Pillar of Cyber Security
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Security Tools for Defense

• Firewalls
• Encryption (symmetric and asymmetric)
• Hashing & Salting
• Password Authentication
• Digital Certificates

• These are all trying to protect the Pillars.

5



View from the attacker’s 
perspective

● If you want to attack a system, you need to 
violate a pillar.

● In order to violate a pillar, you need to 
defeat the tools that are being used to 
protect the pillar.

● If you are the attacker, and you look at a 
network, what do you see?

http://rona.academy.usna.edu/~sy110/lec/cyberRecon/ex1.html
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View from the attacker’s 
perspective

• If you are the attacker, and you look at a 
network what do you see?

• There are multiple barriers in your way
– Network Barrier (Outermost)
– Host Barrier (Middle)
– Privilege Barrier (Inside)
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http://rona.academy.usna.edu/~sy110/lec/cyberRecon/ex1.html


View from the attacker’s 
perspective

• As an attacker we are looking for gaps in the 
barriers
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View from the attacker’s 
perspective

• As an attacker we are looking for gaps in the 
barriers

• When we find gaps we can “pivot” to the 
target!
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Three Basic Phases

• Reconnaissance – searching for the 
information to actually get in.
– Firewall information, services, etc.

• Infiltration – Gain the access needed to 
achieve the goal

• Exfiltrate & Maintain Access
– Obtain the goal
– Hide the evidence
– Maintain access
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Reconnaissance
• What type of information would useful?
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Reconnaissance
• What type of information would useful?

– Network information
• IPs , subnet mask, network topology, domain names

– Host information
• user names, groups, architecture, OS, services

– Security policies
• Password complexity requirements and change frequency
• Expired / Disabled account retention
• Physical security (locks, badges, etc.)
• Firewalls
• Intrusion Detection Systems

– Human Information
• Home Address, telephone, hangouts, hobbies, …
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How do they get the info?

• Where would you find all of this information?
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How do they get the info?

• Where would you find all of this information?
– Passive Reconnaissance

 Banner Grabbing 
 Open Ports and Services
 Inspecting with modern web browser

 Google
 Public Network Information

– Active Reconnaissance (scanning)
 Common tools
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How do they get the info?

• Passive Recon
– Gathering information, often indirectly, in a 

manner unlikely to alert the subject of the 
surveillance.

– Minimize interaction with the target network 
which may raise flags in the computer logs
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Passive Recon

• Banner Grabbing: Open Ports and Services
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Passive Recon
• Banner Grabbing: Web Browser
1) Open Google Chrome.
2) Open a new tab and go to a web page, on the web, of your 

choosing.
3) Open the Web Developer Console (Ctrl-Shift-J [Windows]).
4) Navigate to the Network pane.
5) Reload the web page (Ctrl-r).
6) In the tree view select one of the source documents in the Name 

column.
7) Select the Header tab.
8) Explore the information returned by the web server:

 Remote Address: IP address of the web server.
 Date: Date the server thinks it is, includes time zone location.
 Server: Information about the web server program, and likely 

operating system of the web server.
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Passive Recon
• Google

 Free info
 What can you learn about targeted users?
  

• Public Network Information
 All IP addresses and Domain Names are registered.
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How do they get the info?

• Active Recon
– Gathering information while interacting with the 

target directly
– In a manner than can usually be discovered
– Try all the doors and windows (IPs and ports)
– Commonly called “scanning”
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Active Recon

• Common Tools:
– Ping
– Traceroute
– NMAP – The Network Mapper (will use in lab)
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Questions?
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